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» Directory
— An organized set of records
— Ex. Telephone directory

Address

Person or organiztion

Phone number

Alphabetical list
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« X.500

— DAP(Directory Access Protocol)
— DSP(Directory System Protocol)

— DISP(Directory Information
Shadowing Protocol)

— DOP(Directory Operational Bindings
Management Protocol)
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* Directory Information Tree
— A directory is a tree of directory entries.
— An entry consists of a set of attributes.

— An attribute has a name and one or more
values. The attributes are defined in a
schema.

— Each entry has a unique identifier: its
Distinguished Name(DN).
 RDN
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 Directory Information Tree

do=database,dc=sparcs,dc=net

ou=pecple

ol=member on=guest ud=logue

wd=noname
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* Entry

dn: cn=Do-Guk Kim, ou=People, dc=sparcs, dc=org
cn: Do-Guk Kim

gidNumber: 200
homeDirectory: /home/logue
loginShell: /bin/bash
objectClass: account
objectClass: posixAccount
objectClass: top

objectClass: shadowAccount
uidNumber: 4002

User Name: logue
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 Available backend types

— Data Storage backends
 bdb : BerkeleyDB
e [dif : built on plain text LDIF files

— Proxy backends
* |[dap : simple proxy to other LDAP servers
 passwd : uses a passwd and group data

— Dynamic backends
« shell : invokes shell scripts for LDAP requests
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« Common usage of LDAP
— Centralization of user and group information
— Authenticate users locally
— Authenticate users in a web application

— Create a shared address directory
for mail agents



Installation

$ sudo apt-get install slapd Idap-utils

By default slapd is configured with minimal
options needed to run the slapd daemon.



Configuration

The cn=config DIT is used to dynamically
configure the slapd daemon.

$ sudo ldapadd -Y EXTERNAL -H Idapi:///
-f /etc/ldap/schema/cosine.ldif

$ sudo Idapadd -Y EXTERNAL -H Idapi:///
-t /etc/ldap/schema/nis.|dif

$ sudo ldapadd -Y EXTERNAL -H Idapi:///
-t /etc/ldap/schema/inetorgperson.ldif




Configuration

 backend.sparcs.org.ldif

# Load dynamic backend modules
dn: cn=module,cn=config
objectClass: olcModulelList

cn: module

olcModulepath: /usr/lib/Idap
olcModuleload: back_hdb

# Database settings

dn: olcDatabase=hdb,cn=config
objectClass: olcDatabaseConfig

objectClass: olcHdbConfig

olcDatabase: {1}hdb

olcSuffix: dc=sparcs,dc=org
olcDbDirectory: /var/lib/ldap

olcRootDN: cn=admin,dc=example,dc=com




Configuration

 backend.sparcs.org.ldif

root@i-10-1-1-14:~# slappasswd

New password:

Re-enter new password:
{SSHA}otkHcuPvZDGTKFtOEVZV4gNgzSboNY +S




Configuration

 backend.sparcs.org.ldif

olcRootPW: {SSHA}otkHcuPvZDGTKFtOEVZV4gNgzSboNY +S
olcDbConfig: set_cachesize 0 2097152 0

olcDbConfig: set_lk_max_objects 1500

olcDbConfig: set_lk_max_locks 1500

olcDbConfig: set_lk_max_lockers 1500

olcDbIndex: objectClass eq

olcLastMod: TRUE

olcDbCheckpoint: 512 30

olcAccess: to attrs=userPassword by dn="cn=admin,dc=sparcs,dc=org"
write by anonymous auth by self write by * none

olcAccess: to attrs=shadowlLastChange by self write by * read
olcAccess: to dn.base="" by * read

olcAccess: to * by dn="cn=admin,dc=sparcs,dc=org" write by * read




Configuration

* ACL(Access Control List)

olchocoess: <access directives

Laccess directive® = to <yhat>
[by «<who> [<access:] [<controlz] ]+
yhat> 1= + |

[dn[.<basic-stvlex]=<regex> | dn.<scope-sty|ex=<0Nz]
[filter=<ldapfilter>] [attrs=<attrlistz]

<hasic-style> ::= regex | ewact

<gcope—style> “:= base | one | subtree | children

<attrlist> = <attr> [val|.<basic-stylex]=<regex>] | <attr> , <attrlist>
attr» 1= <attrpame> | entry | children

<who> := + | [anonvmous | users | self

| dnl.<basic-stvlex]=<regex> | dn.<scope-sty|ex=<DNx]
[drnattr=<attrnames]
[aroup[/<objectclass>[/<attrnames] [ <basic-stylex]]=<regex:]
[peername|.<basic-style>]=<regex>]
[sockname[.<basic-stvle>]=<regex>]
[domain[.<basic-stylex]=<regex:]
[sockurl[.<basic-stvle>]=<regex>]
[set=<zsetspec:]
[aci=<attrname:]

<access> (1= [selfli<level>|<priv>}
Zlevel= := none | disclose | auth | compare | search | read | write | manage
prive 1= {=|+|-HMmnlwlrlslcl«ld[Of+

Zcontralx ::= [stop | continue | break]




Configuration

* ACL(Access Control List)

— olcAccess: to <Entry> | <Attribute>
by <DN><PERM>
[lby <DN><PERM> ..]

— olcAccess: to *

oy self write

Dy anonymous auth
oy * read




Configuration

* ACL(Access Control List)
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Configuration

$ sudo Idapadd -Y EXTERNAL -H Idapi:///
-f backend.sparcs.org.Idif

T TP ETR T e P I
SASL/EXTERNAL authentication started

SASL username: gidNumber=0+uidHumber=0, cn=peercred, cn=external, cn=a
SASL 55F: O

adding new entry "cn=module, cn=config"®




Configuration

« frontend.sparcs.org.ldif

# Create top-level object in domain

dn: dc=sparcs,dc=org

objectClass: top

objectClass: dcObject

objectclass: organization

o: SPARCS

dc: sparcs

description: Wheel Seminar LDAP Example

# Admin user.

dn: cn=admin,dc=sparcs,dc=org

objectClass: simpleSecurityObject

objectClass: organizationalRole

cn: admin

description: LDAP administrator

userPassword: {SSHA}otkHcuPvZDGTKFtOEVZV4gNgzSboNY+S




Configuration

$ sudo ldapadd -x -D
cn=admin,dc=sparcs,dc=org -W -f
frontend.sparcs.org.ldif




Managing

* |dap-utils

$ <command> -D <DN of the entry>
-W —f <Idif file path>



Managing

» |dapadd

$ Idapadd -D “cn=admin,dc=sparcs,dc=org"
-W —f test.|dif

<test.Idif>

dn: cn=test,dc=sparcs,dc=org
objectClass: inetOrgPerson
cn: test

sn: Kim

10-1-1-14:~% ldapadd -D "cn=admin, dc=sparcs,dc=org" —-f test.1ldif

Enter LDAP Password:

adding new entry "cn=test,dc=sparcs,dc=org"




Managing

* |dapsearch
$ Idapsearch -b base [options] filter [attributes]

Some Useful Options!
-s: scope of the search. [base | one | sub]
-X. use simple authentication instead of SASL



Managing

» |dapsearch

- 0=sevenSeas

,Base”




Managing

* |dapsearch

— Filter
 Equality : “uid=logue”
e Substring: “uid=*gue”
« Approximate: “uid~=log"
* Less than, greater then: “uid>=noname”
* And: "&(uid=logue)(gidNumber=200)"
« Or: |, Not: |, ...



Managing

* |dapsearch
— Ex) Return all entries




Managing

* |dapsearch
— Ex) Find specific entry

I 21 ; —FS y W
, do=0org b= 1 : . - ] Fim) )




Managing

 [dapmodify
$ Idapmodify -D “cn=admin,dc=sparcs,dc=org"
-W —f testmod.ldif

<testmod.ldif>

dn: cn=test,dc=sparcs,dc=org
Changetype: modify

Replace: sn

sn: Lee

root@i-10-1-1-14:~% ldapmodify -D "cn=admin,dc=sparcs,dc=org" —f testmod.1dif

Enter LDAP Password:

modifying entry "cn=test,dc=sparcs,dc=org"




Managing

» |dapdelete

$ Idapdelete -D "Cn:admin:dC:Spal’CS,dC:org"
-W "cn=test,dc=sparcs,dc=org"



Managing

 |[dapmodrdn

$ [dapmodrdn -D
"cn=admin,dc=sparcs,dc=org" -W (-r)
"cn=test,dc=sparcs,dc=org” “cn=temp”

dn: cn=temp,dc=sparcs,dc=org
objectClass: inetOrgPerson

cn: test

cn: temp

sn: Lee




Managing

» LDIF(LDAP Data Interchange Format)
- ClEEL AED 7 4

dn: cn=Do-Guk Kim, ou=People, dc=sparcs, dc=org
cn: Do-Guk Kim

gidNumber: 200
homeDirectory: /home/logue
loginShell: /bin/bash
objectClass: account
objectClass: posixAccount
objectClass: top

objectClass: shadowAccount
uidNumber: 4002

User Name: logue




Managing

 LDIF(LDAP Data Interchange Format)
- OlO[e HE P4

dn: cn=Do-Guk Kim, ou=People, dc=sparcs, dc=org
changetype: modify

replace: cn

cn: Bakwi Jang

<DN of the entry>

changetype: [modify | add | delete]

(if changetype is modify)[replace | add | delete]: <attribute>
Then enter the value of the attribute if necessary.




Managing

 Schema
— LDAPOJ|A{ Q] schema I}Y L objectClassE X
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Practice

« LDAP Authentication
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Practice

 LDAP Authentication

— X Installation2} Configuration I} E 0| A
M |2 LDAP MH 7|x AHS 2ZstCt



Practice

 LDAP Authentication

— $ sudo apt-get install migrationtools

— $ mv /usr/share/perl5/migrate_common.ph
/usr/share/migrationtools/



Practice

 LDAP Authentication

— <migrate_common.ph>
$DEFAULT_MAIL_DOMAIN = “sparcs.org”;
$DEFAULT_BASE = “dc=sparcs,dc=org”;

— # cd /usr/share/migrationtools/
# ./migrate_group.pl /etc/group ~/group.ldif
# ./migrate_passwd.pl /etc/passwd
~/passwd.ldif



Practice

« LDAP Authentication
— # vi ~/people_group.Idif

dn: ou=People, dc=sparcs, dc=org
ou: People
objectclass: organizationalUnit

dn: ou=Group, dc=sparcs dc=org
ou: Group
objectclass: organizationalUnit




Practice

 LDAP Authentication

—# cd
# |ldapadd -D “cn=admin,dc=sparcs,dc=org"”
-W -f ~/people_group.ldif
# |dapadd —-D “cn=admin,dc=sparcs,dc=org"
-W -f ~/group.ldif
# ldapadd -D “cn=admin,dc=sparcs,dc=org”
-W -f ~/passwd.ldif



Practice

 LDAP Authentication

— $ apt-get install libnss-ldap libpam-ldap
nss-updatedb nscd ldap-auth-client

Should debconf manage LDAP configuration? Yes

LDAP server Uniform Resource Identifier: Idapi:///127.0.0.1
Distinguished name of the search base: dc=sparcs,dc=org
LDAP Version to use: 3

Make local root Database admin: Yes

Does the LDAP database require login? No

LDAP account for root: cn=admin,dc=sparcs,dc=org

LDAP root account password: <LDAP H|ZH % >




Practice

« LDAP Authentication
— </etc/ldap.conf>

host 127.0.0.1

nss_base_passwd ou=People,dc=sparcs,dc=org
nss_base_shadow ou=People,dc=sparcs,dc=0org
nss_base_group ou=Group,dc=sparcs,dc=org




Practice

 LDAP Authentication

— </etc/auth-client-config/profile.d/
|dap-auth-config>

pam_auth=auth sufficient pam_|ldap.so

auth Fequired pam_unix.so nullok_secure use_first_pass
pai_account=account sufficient pam_ldap.so

account required Pam_Unix,so
pam_password=password  sufficient pan_|dap. so

password required pam_unix.so nullok obscure min=4 max=8 md5
Pam_Session=session required Pam_UNi%, S0

session required pam_mkhomedir.so skel=/etciskel /

SESSiOn optional pam_|dap.so

SESSIOn optional pam_forearound. so

# command auth-client-config —a —p lac_Idap



Practice

 LDAP Authentication
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Practice

 LDAP Authentication

— LDAPZ A%t Q152 & 4% adduser AE
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Practice

« LDAP Authentication

—# adduser <0}0|C|>

—adduserES ot = 2901= A|ES|EXL 8 A
H Of passwdI 20f|l= AFEXA7F FIHE[ UK B
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Practice

 LDAP Authentication

—*f%xﬁf HZH S S HE RS W LDAPO|
= *H"JOF M HI“I Ho 2 LS X0ME E-—#
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— <test.Idif>

dn: uid=elaborate,ou=People,dc=sparcs,dc=org

changetype: modify

replace: userpassword

userPassword: {crypt FH1ScSasS3254BY 2T =d f ASDuwSO7yHxhasyddand

# ldapmodify -W -D
‘cn=admin,dc=sparcs,dc=org” —f ~/test.Idif









Reference

« SPARCS Wheel Wiki
https://sparcs.kaist.ac.kr/wheel/wiki/Proce
sses/NFS%Z2BLDAP

 Ubuntu Server Guide

https://help.ubuntu.com/10.04/serverguid
e/C/serverguide.pdf
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» OpenlLDAP Software 2.4 Guide
nttp://www.openldap.org/doc/admin24/

« Reference about |dapsearch
nttp://tille.garrels.be/training/Idap/ch03.h

tml
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« Wikipedia OpenLDAP
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